DID/VC &AFT

TESEERT 3

kekeho 2023/1/7 Keio University SFC kumo+bcali



ldentity

EFR

- P17 7T 17« (Identity) DFE
TVOTAT4ICEEIT BEHNE @%A
(Set of attributes related to an entity)

- V7«47 4 (Entity) DEZ:
NXAYDERBENICKET 2IHEE T, BB CE2IFERELRFEZROHD
(ltem relevant for the purpose of operation of a domain that has recognizably distinct existence)

. B (Attribute) D EZE
TYT 471 DEEERLIIEER
(Characteristic or property of an entity)

. #BIF (Identifier) D EE:
RAAYVRADTPATVT AT 4 Z—RICHEMTZEE(DES)
(Attribute or set of attributes that uniquely characterizes an identity in a domain)

. ClaimDEZ:
FHITE (Issuer)MIELWEFRUEEEN

E 2ZIEISO/IEC 24760-1:2019 (ZZEXXEA1)&KD



ldentity

7E 7= ([X18%)

Attributes

fL&ID

1 <«— |ldentifier

B Hl

= EF

Hh=

e FEER

BEENFERE

NA 7—

fL&ID 2
B 76 KEB

H=

EENFRE




ldentity &8

IdM/IMS

. ldentity Management (IdM):

R IMS
B ATLDOHABRERICOWTD AT
VT A4 T 4Pk “Ig_xlﬁ R & Z —ToRYICE S ERENEl
ix - BIET D& DIts
. Identity Management System FAFYT A I
(IMS): 7+ BEHROEE - =
PATVTATABREEEITEVAT




ldentity I8

IdP/RP

ITA WO TTHZELIETL-LBD IdP RP I1-5LA : RPOY-EAF|H
{5/ ETTTICZU-LAZFET Y CHELBEEES
@I L-hADIKRIE 2L—-4LB @ T2V AN
CP @71 —LBEE CP - HRCHEREMES
A7 —-LAEE
®20] (POvA-I/{15)
CSP | RP | CSP o
O L—LBER Y- AF J%UJ
A 5%3‘2
O ®IdPICZ L —-LBEERELTLLD 3)7 l/—AA O ' 2)71/ LA% BY -V AZiRH
ESHEERR () RITER RTTBEIBR
¢ iR - FiE T IOy F T — B
L~1P§“ =RV EFIIILTATY T 1 T+
: S IeI, EFIC %1 (BEXH2
Iy — Ex
ZU > 2INIL(Principal) IMSICED 71T T4 TA4IBRMREFE - BESINTWBRI VT4 T4
74 =)= — ] A N —
PATITATAREA—I VT4 FAFUTF 45 14 D—DLEDBEEDEL S (coWT. SHFMEAERERS A TEBTUTF 171
(ldentity Information Authority: IIA)
PAToT4T1470IN1H5 MARIER ATV T4 TaBREZERBHE L. P47 U714 T4 BRZERN - #HBFLTWBS I YT 0 7+ (IADIAPD&REIZ B
(Identity Provider: IdP) ST—=AHD)
gJLTFrIvIIVUY—ERX7ONAY . o .. . - - _
LTI vIVTZATYT4 T« DRA)OBEBEEEZES., EEINEIVTaT+
(Credential Service Provider: CSP) 4 AT 2747 JOR ” 77
7L=L7RAS HL—LEEHT BTV T 4T+
(Claims Provider: CP)

1] > iy | \—— —

I SAYIN=T 1 BEDT YT 171 DPA YT+ 5 BROBIICKIT 3TV 7 1 5+

(Relying Party: RP)

5



ldentity I8
IdP/RP

e Spotify:

MITTDICKE Spotify IOV LTLEZ L,

e Spotify:

ITA @9 TCIELET7L-LBOD IdP RP oL
{BHRETTICZ - LA 1T O W ¢

@27 - LADEEE

Il FACEBOOK T3 N )
| mocmookTas: cp oo sems | CP -
Av7L—-LAEEE L
7 . . = o = =
CSP ) | RP |CSP| T
( 5 GOOGLETHWS > - O —LBEK '\l,'b“—l:XfF'JFﬁU)
i 23K
+1-13 (ERE (BIdP(-7 = /\RZEH#E |, T LA 37, =/\A | (A)B= ‘DT L=\ A AH—-F'2 |
ESNEEER (FE7]) FKITEK BRI DLIEK

EX=IZFLAFERI—YE

EX—IL7Z RLAFEEI—Y4 > T -

KAT— R ERELTEE W, 1-5 (Juyzi)

INAT—RZERELTLIEE W,

074 Vig#HELET 5




|dentity &£
ldP/RP -
© spotify GO gle e Spotify

ik St e A * ITA @S TIELETL-LBO IdP RP Ik
HITT 31212 Spotify KO YT Y LTLEEW, et 7 [ e A B 7 O - ) g‘f
!2[2:) —~AAMNFE=
CP @71 —LBEE R CP
(]‘1\,'7[/—[_\,6\\ AEEEEEEEN
a RS - . -
o ST T A ®RA (FUEAL-IU3E) e
CSP ) | RP [CSP| | .. . T
5 GOOGLETHITS - B L—LBE K DY -EAFIAD
A K
(7282 (BIdPI- 7 —/\RZ 8| T LA 7= A | @E8= 27 k=LA @Y=V t
ESNHERR (BRRA]) FEITEK ETRISEIEK
EX—L7 KLAZE21—H4
EX—L7 RLZERiE1—H4% | > ’n\ )
RAT— K ERELT RS, 1-% (FUzviKiL)

IRXT—REBRELTIREL, |

IRT—REETNTITH?

074 Vig#HELET 5




IMSET )L

SPE - TJFL—2aVETIL

. SERE
RPMIAPZEE L TWd, I—H @3 Y —ERXBICFA T VT4 T4 BEZITD

» 7Y —HWebHY—ERIFIh

. 7x7L—Y3>VETI:
RPEIAPIZRITZ YT T4, A—HIERPOY—EXRICT7O AT B, |dPD
PATYVTATA4BRZHAWS

» TFacebookTOZ71 >, TGoogleTOr+a >, KREKIDLE




BeFER M T VT4 T7«

BFEDOIMSETILDOYRY

. BEFEDIMSTETIVICIEFY RO HH B

> |[dPDY/ U THEBanUTE e 6. ZHODRPY—ERAMMEZ G 7R -
TULFXRDI?

> [APOYRTLKADICIR -5 EDSTHDI?

» [dPOYN A T T4 T4 BHRZEHNSAULTELSI?

> RPICT7 7R UREREMNIIPIC/NL %17

. . CEHCEER 1T > T7T 17 1 (Self Sovereign Identity)

9



BeFERE P57 T«
=

TOTATADEEBFENMMET S ELHL. BANBEDBED AT
TA T4 A NO—ILTEBLDICTBEZHIET TBHE,

él- t|>

. I—UHBEDORMBHRICET 52> hO—/LEZHER

ﬂ@ﬁ?%%%ﬁ#%%ﬁéhtﬁA@Eﬁ%ﬁ€ﬂﬁb\l—ﬁ@%ﬂbt

10



BeFE A TVT14T+
Kim Cameronic &K > Tigms/=SSI 7/RE] Kim Cameron

1. 1—Hic kSl EREE
TPATIVTATA4 - VATALIF, I—FORENBRITNIEI—T A
Bl 2 IERZHIITNE TIEEUL

2. BRESNICRAEZETREROARH

EObLZEL. REAICHE>THE T%%‘/ Ja—>grEild. BHX 5 [ PAFETF 4T 4INT ] ADES
5714 T VT4 T4 BRZR/INBRICU. BBRANDF VA& @EY)IC I—HiE. FONAYET—B L5 ECEHSEEAEEL. 7A4F

HRI DY V21— 3>ThHD

VTAT A% ER TS5 ENTE, ARICOAYTEIANETIAT
VTATAZDNETDIENTES

3. IEHBEFREDHNDEHRFAD

PATIOTAT4 + VATAIE, BEDOKRRICEWTHBBRZHE 6. REHOD7ZATVT4T71DEEHICHAITTDIDOHES
EU. DDODAFTESEHRBIENZHFEOBEREOMICT U TIERZ AATF— 4 E5EEE I HKELAWEMRELESZTC. P4V T+
FRI D& DICEFT SN ITNIERS %L TAEBEELETFEREIET. U—EXEDOBERZEHIFIT S

4.  AREDIFSNEPATUTA4T41 7.  AHDO®E
PATIOTATA4 - VATALIE. RITERIT S 250N BE#EEF FAREYF 4T 4 - YRFAIE. FIEEEZ I—HFEIHY I TFLD
ETTANR— hTﬁ_?%rﬁm@nwﬁj€ﬁohﬁ%%®ﬁﬁ% ]j@jyﬁ—*yhthE%b@Hnmab@m BEfEA Y N
HiR— K URITNIEGSEW, 2O &I D NEEEHIEL LGN U AV —T T ARAEEFLTCI—Y% DU ZATALICES
SAREICEEMITORNAZHILETES L. PATEY T4 T4 ZRELBITNIER S AL

TRy F—URMEERW T VIINTATUT 4T« OERICET AMFL (BEXE2) &

11



DID/VC

—\ A

. BT A T > T« T« (Decentralized Identity: DID):

—\ A

1—H D7
T3

IINTATVT 4T 4 DEFEDIAPI

Claims Provider/
Issuer

VCs)

© \
T e
% Ol/— .71/

'77Tl// DIDS

R
W
\&@
\@/

EigIE T 70y I F —rEiTEZ)

12

Relying Party/
Verifier

)—

AWNeT Y9I TT 4T« DFERIC

ICIKFLUB WL D, &KF

SR i

)dflﬂf
Rt

(& XH2) &D



DID/VC
W3CHIREIL L & S5 & LTWSDIDE:fii

. Decentralized ldentifiers: DIDs
Al FDIFE S

. Verifiable Credentials: VCs
JLTVIvILEERE) DT —YETIL

13



DID/VC

. DID/VCOETIL

Issuer Issue Credentials |, HOIder Send Presentation > Veriﬁer

Issues VCs /| Acquires, store v Verifies \/Cs
presents VCs

Verify Identifiers Register ldentifiers Verify Identifiers
and use Schemas and use Schemas and Schemas

AeeeeTETETETETETETETETETETETETEEELL—

Verifiable Data Registry

Maintains identifiers and schemas

~—
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. DID: fpllF2DH D

_ . . _ D I.D refers to DID
. DID Subject: TV 717104 DI & \(
recorded on >

A

resolves to
. DID Document: contains
. — —\\ = Verifiabl
DID SubjecticDoWTOT—45 DES, . ppuRt Data
Registry

SubjectD R EZ2 &0 oot /k _

y y
¢ DID COHU’O”GI" @ controls > DID document
controller

DDRFa XYM UTERZMAS
CEDTEBDTLYTATA
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Scheme

A
. DIDDY>% w2 X: did:example:123456789abcdefghi

—
DID Method DID Method-Specific Identifier

. DID URLD > > % w2 X: did path [“?” query] [“#” fragment]

» Path: Patht&~ > 7«1 7 Xldmethod & & E&E

> Query: WK DODWEESINEIV Y ZHERATEL I (RER TIEANT)
https://www.w3.org/TR/did-core/#did-parameters

> Fragment: DID DocumentOHF DERZIEULRULED TE S
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https://www.w3.org/TR/did-core/#did-parameters

DID Document®5T—4% €5 Il

DID Document®fl
{

"@context": [
"https://www.w3.0rg/ns/did/v1",
. Id DID "https://w3id.org/security/suites/ed25519-2020/v1"
- ]
"id": "did:example:123456789abcdefghi”,
"authentication": [{

° ﬂij: (I‘: :64:%& fd: 7 ’]/ _}I/ I\\\ = < Z_ t // used to authenticate as did:...fghil

"1d": "did:example:123456789abcdefghi#keys-1",

N
N5 "type": "Ed25519VerificationKey2020",
"controller": "did:example:123456789abcdefghi”,

"publicKeyMultibase': "zH3C2AVvLMvegmMNam3uVAjZpfkcICwDwnZn6z3wXmqPV"
}]

> authentication/ \
assertionMethod/
verificationMethod”7 «+ —JL
CARHBZEVNVTEITS
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did:web

. W< DHHBDID MethoddD—D

. DNS. World Wide WebZ{# >
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did:web

DID7 A—V v bk

. did:web:domain-name|:port]|[:path]
. 4:

» did:web:kekeho.net

> did:web:kekeho.net:hoge

> did:web:kekeho.net%3A3000:fuga:piyo
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http://kekeho.net

did:web

Register

===

1. (RXAVHBLIRARNTICNAA VZDFERZRFI D)

. #l: Google DomainTkekeho.netz S 9 %

2. (DNSIcWebt —/\—DIPF7 K L X % &)

. Bl: AWS EC2TH—/\—%ET. FDIPY KL X Zkekeho.net|CH T (7

3. DDRF a2 XY hZERLL. LT D/INATRH

. did:.web:kekeho.net — https://kekeho.net/.well-known/did.|son

. did:web:kekeho.net:hoge — https://kekeho.net/hoge/did.json
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http://kekeho.net
https://kekeho.net/.well-known/did.json
https://kekeho.net

did:web

Resolve

1. HTTP GET¢did.jsonlc 77 X
. 14l

> did:web:kekeho.net — GET https://kekeho.net/ . well-known/did.json
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http://kekeho.net
https://kekeho.net/.well-known/did.json

did:web

Update

1. did.jsonZ®5E%



did:web

Revoke

1. did.json%

HIBR(H D W IE A5 HD

7R TIERFIC)
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B

. web.sfc.keio.ac.jpCDID%Z 1T B3I

DID refers to DID
. - - SUbjeCt did:example:123
. f1: did:web:web.sfc.keio.ac.jp:

% (Et21440ht

contains

K resolves to

¢ RGQlSter * RGSO'V@%*‘) D i-a_ did:example:123/path/to/rsrc

DID URL

dereferences, to

DID\ controls

YA [=
@

refers, and

recorded on

DID document

controller
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recorded on
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Register

. W & RNHED T Z R

> openssl genpkey -algorithm ed25519 -out private.pem

> openssl| pkey -In private.pem -pubout > public.pem
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Register

. did.jsonzE<

{
"@context": "https://www.w3.org/ns/did/v1",

"Id": "did:web:web.sfc.kelo.ac.jp:% 7EtZ2 1440hnt",
"verificationMethod": |
{
"Id": "did:web:web.sfc.kelo.ac.jp:% 7/EtZ2 1440nht#key 1",
"type": "Ed25519VerificationKey2020",
"controller”: "did:web:web.sfc.keio.ac.jp:% 7EtZ2 1440hnt",
"publicKkeyMultibase" "mMCowBQYDK2ZVwAyYEAvWOWLKLESNZ2IMRtYljghfftfb3YeZbsLBal PkQGGtvs="
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Resolve

. Resolver& UTcurl + @Y Ajson/\—H ZE>THWLWTIT -

. Universal Resolver
( https://aithub.com/decentralized-identity/universal-resolver )

> 4 72DID MethodIlC Xt U 7=Resolver

» FyCUniversal Resolverz#8ih 7 THRFRICFEZBZWebH—E X
ZIBHELT<NTWS
https://dev.uniresolver.io/
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https://github.com/decentralized-identity/universal-resolver
https://dev.uniresolver.io/

= DIF Universal Resolver

Supported methods: did:ace did:ala did:bba did:bid
did:ethr did:ev did:evan did:everscale did:factom
did:kscirc did:lit did:meta did:moncon did:mydata

did:web did:work Contribute adriver?

did-url did:web:web.sfc.keio.ac.jp:%7Et21440ht

Configuration u

did:btcr did:ccp did:cheqd did:com did:dns did:dock did:dyne did:ebsi did:elem did:emtrust did:ens did:eosio
did:gatc did:github did:hcr did:icon did:iid did:indy did:io did:ion did:iscc did:jolo did:jwk did:key did:kilt

did:nacl did:ont did:orb did:oyd did:pkh did:schema did:sol did:sov did:stack did:tz did:unisot did:v1 did:vaa

Copy link to result

RESULT DID DOCUMENT RESOLUTION METADATA DOCUMENT METADATA

Parser

did method method-specific-id path-abempty query fragment

did:web:web.sfc keio.ac.jp:%7Et21440ht web

Services
(none)
Verification Methods

P Ed25519VerificationKey2020
did:web:web.sfc.keio.ac.jp:%7Et21440ht#key1

mMCowBQYDK2VwAYEAvWEWLKL8SNn2iMRtYljghfftfb3Ye2bsLBalLPkQGGtvs=

web.sfc keio.ac. jp:%7Et21440ht
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Verifiable Credential

9 :E Credential®#l

"@context'": |
— "https://www.w3.0rg/2018/credentials/vl",
157 "https://www.w3.0rq/2018/credentials/examples/vl"

W3CDVCsTlid. Credential® 7
—“}I/€ __\Il: LJ T \J\ % ]’1d “"http://example.edu/credentials/58473",

"type": ["VerifiableCredential", "AlumniCredential],
"issuer": "https://example.edu/issuers/565049",
‘\\\ "issuanceDate": "2010-01-01T00:00:002",
Verifiable Credential "credentialSubject”: {
"i1d": "did:example:ebfeblf712ebcb6flc276el2ec21",
"alumniOf": {

Credential Metadata "id": "did:example:c276el2ec2lebfeb1f712ebc6f1",

"name": [{
"value': "Example University",

Claim(s) | “ong": vent

"value": "Exemple d'Universite",
ll'l-angll : llfrll

Proof(s) }
\__ -/ -

"proof": 1 ... }
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. Data Registory& U TGitHub GistZES> 7T ENH 2D T, BN ULTHFRU &
>,
https://github.com/digitalbazaar/vc-demo
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https://github.com/digitalbazaar/vc-demo
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1. ISO/IEC 24/7/60-1:2019
IT Security and Privacy — A framework for identity management — Part 1: Terminology and concepts

https://www.iso.org/standard// /582.html

2. 7Oy IO F—rEMEFEZRW T IIINTAT T« T« DERICET B89 | NRI
https://www.fsa.go.jp/policy/bgin/ResearchPaper_ NRI_ja.pdf

3. Decentralized ldentifiers (DIDs) v1.0 | W3C
nttps://www.w3.org/TR/did-core/

4. did:web Method Specification | W3C CCG
https://w3c-ccqg.github.io/did-method-web/

5. did:webZ GitHub PagesT{#> | chikeO905M HED
https://chike0905.hatenablog.com/entry/2022/04/06/134446
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